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Next Generation Anti Virus (NGAV) settings

The NGAV tab is used to configure settings for device monitoring using the Coro Agent. These settings apply to all devices

in the workspace.

. Info

The settings below can be applied to groups of devices using predefined or custom device labels.
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<« Control Panel

Endpoint Security
Device Posture NGAV Allow/Block Add-ons
Real-Time Malware and Ransomware Protection

Advanced Threat Control

Monitors active processes for known and potential threats and blocks processes that exhibit suspicious behavior while not being explicitly allowlisted.

Apply to devices with these labels

Secured Shadow Backups
Enforces backup snapshots every four hours and blocks processes that exhibit risks to the backup.

Apply to devices with these labels

Enhanced EDR Block Mode
When Coro Endpoint Protection is used side-by-side with Windows Defender Antivirus, it provides added endpoint detection and response (EDR) from malicious
artifacts. Enhanced EDR block mode stratifies this added protection by ensuring to timely data that may otherwise be suppressed by the environment.

Apply to devices with these labels

Enable an initial malware and ransomware scan

Enforces a malware scan of the device when the agent is initially installed. Deeper scans can always be initiated remotely, at any time.

Apply to devices with these labels
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